Privacy and Cookie Policy
This version of our Privacy Policy was last updated September 5th 2018.
Your rights, your information and how we use it.

We recognise that when you visit our website and provide us with personal
information, you trust that we will act responsibly and keep your information secure
and confidential.

This privacy notice sets out the basis on which any personal data we collect from you
or that you provide to us when you use or interact with our website will be processed.

It is important that you read this notice, together with any other privacy notice or
policy we may provide on specific occasions when we are collecting or processing
personal information. Qur Privacy Policy contains important information about what
personal details we collect; what we do with that information, who we may share it
with and why, and your choices and rights when it comes to the personal information
you have given us.

We are committed to safeguarding your personal information. Whenever you provide
personal information to us, we are legally obliged to use it in accordance with all laws
concerning the protection of personal information (we refer to these laws collectively
in this privacy notice as the “data protection laws”).

We may need to make changes to our Privacy Policy; so please check our website for
updates from time to time. If there are important changes such as changes to where
your personal data will be processed; we will contact you to let you know.

What information will we collect about you?

Personal data, or personal information, means any information about an individual
from which that individual can be identified.

We may collect, store, and use the following categories of personal information about
you:

o Identity and contact details such as your name, title, billing address, delivery
address, email address and telephone number.

o Financial and transaction data, details about payments to and from you and
other details of products you have purchased from us.

o Usage and technical data about how you use our website including data about
your browsing actions and patterns.

e Marketing and communications data.

We collect this information when you contact us through our site or when you submit
an availability inquiry. Also when you complete a booking with us. Without your
permission, we will not disclose information about your visits to our website — or any
other personal information that you may give us — to any third parties.



We do not collect any special categories of personal data about you (for example,
details about your race or ethnicity, religious or philosophical beliefs, political
opinions or information about your health).

How will we collect and use your personal information
We use different methods to collect data from and about you including through:

e When you provide it to us e.g. by contacting us, making a reservation.

e Direct interactions. You may give us your personal information when
corresponding with us by post, phone, email or otherwise.

e When you use our website, we may automatically collect technical data about
your equipment, browsing actions and patterns. We collect this personal data
by using cookies, server logs and other similar technologies. We may also use
analytics services providers such as Google.

How will we share and disclose your personal information?

We may share your personal information with third parties where required by law,
where it is necessary to administer the working relationship with you or where we
have another lawful basis for doing so.

We may need to share your personal information with the following parties for the
relevant purposes set out above:

* Our service providers supplying IT, e-commerce and system administration services
and other technical IT services including data analytics.

We do not allow our third-party service providers to use your personal data for their
own purposes and only permit them to process your personal data for specified
purposes and in accordance with our instructions. Where the third parties we use are
data controllers in their own right (for example, the payment processors we use) then
they will be required to comply with data protection laws.

Information we collect and our purposes for using your personal data

We have set out below a description of ways in which we may use your personal data,
and which of the legal bases we rely on to do so. We have also identified what our
legitimate interests are where appropriate.

Your personal data may be processed for more than one lawful ground depending on
the specific purpose for which we are using your data. Please contact us if you need
details about the specific legal ground we are relying on to process your personal data
where more than one ground has been set out in the table below.

When you visit our website



Making a booking or reservation via our website

e Your name
e Contact details (address, email, phone)
e Payment information

Lawful basis for processing: To comply with our legal obligation under
(Article 6(1)(c) of the General Data Protection Regulation

Lawful basis for processing: Necessary to establish and perform a contract
under (Article 6(1)(b) of the General Data Protection Regulation

Reason why necessary: Requirement of mandatory information collected
at checkout to establish who the contract is with and to contact you to fulfil our
obligations to supply under the contract.

Using the contact form via our website

e Your name
e Contact details (address ,email, phone)
e Any other Information provided to us when you complete the contact form.

Lawful basis for processing: Our legitimate interests of the General Data
Protection Regulation

Legitimate Interest(s): Responding to any requests or enquiries submitted
by you and keeping records of correspondence

Lawful basis for processing: Necessary to perform a contract or to take steps at
your request to enter into a contract (Article 6(1)(b) of the General Data Protection
Regulation).

Reason why necessary: Where your message relates to us providing you
with our services or taking steps such as providing you with information about such
services at your request, we will process your information to enable us to do so

Contacting us by Phone

o Phone number
e Any Information provided during your conversation with us.

Lawful basis for processing: Our legitimate interests of the General Data
Protection Regulation

Legitimate Interest(s): Responding to any requests or enquiries submitted
by you and keeping records of correspondence

Lawful basis for processing: Necessary to perform a contract or to take steps at
your request to enter into a contract (Article 6(1)(b) of the General Data Protection
Regulation).



Reason why necessary: Where your message relates to us providing you
with our services or taking steps such as providing you with information about such
services at your request, we will process your information to enable us to do so

Contacting us by Email displayed on our website

e Email address
e Any other Information provided such as your name, telephone number and any
information contained within any signature block in your email.

Lawful basis for processing: Necessary for our legitimate interests (to run our
business) To take steps to enter into dialogue or contract with you (such as providing
accommodation services)

Legitimate Interest(s): Responding to any requests or enquiries
submitted by you and keeping records of correspondence

Lawful basis for processing: Necessary to perform a contract (such as providing
accommodation services) or to take steps at your request to enter into a contract
(Article 6(1)(b) of the General Data Protection Regulation).

Reason why necessary: Where your message relates to us providing you
with our services or taking steps such as providing you with information about such
services at your request, we will process your information to enable us to do so

We will only use your personal data when the law allows us to. Most commonly, we
will use your personal data in the following circumstances:

o For administrative and business purposes in need to perform the contract we
are about to enter into or have entered into with you; specifically to finalise
and administer your reservation.

e where we have your consent;

o where it is necessary for our legitimate interests (or those of a third party) and
your interests and fundamental rights do not override those interests; and/or

o where we are required to comply with a legal or regulatory obligation.

Cookies

Our website does not use cookies to distinguish you from other users of our website.
Other websites, linked from our website (for example google maps) do use cookies
according to their own privacy and cookie policy.

How long will we keep your personal information?

Retention periods

We will only retain your personal data for as long as necessary to fulfil the purposes

we collected it for, including for the purposes of satisfying any legal, accounting, or
reporting requirements.



Correspondence and enquiries: We will retain your information whether
contacted by email, contact form or by phone until we have responded to or resolved
your enquiry and for 12 months after which point we will delete your information

Server log information: We retain information on our server
logs for [12] months

In some circumstances you can ask us to delete your data: see section below for
further information.

How we secure your personal information

We have put appropriate technical and organisational security measures in place to
protect your personal information from being, accessed, altered ,disclosed, used in an
unauthorised or unlawful way, accidently lost or destroyed including:

o restricting the sharing and providing of access to your information to the
minimum extent, considering all appropriate confidentiality restrictions.

e using secure servers to store your information

e prior to access being granted to your information attaining verification for the
identity of any individual who requires access.

We have also put in place procedures to deal with any suspected data security breach
and will notify you and any applicable regulator of a suspected breach where we are
legally required to do so.

Your data protection rights

Under certain circumstances, subject to certain limitations on certain rights you have
the following rights under Data Protection Legislation in relation to your personal
data. These include the right to:

e request access to your personal information;

e request correction or deletion of your personal information;
e object to processing of your personal data;

e request restriction of processing your personal information;
e request transfer of your personal data; and

o withdraw your consent to use your information

To exercise any of the above rights please contact us using the details in our
“contacting us” section below.

The Act gives you the right to access information held about you generally you will
not have to pay a fee to access your personal information (or to exercise any of the
other rights). However, Your right of access can be exercised in accordance with the
Act. Any access request may be subject to a fee of £10 to meet our costs in providing
you with details of the information we hold about you.

We may need to request specific information from you to help us confirm your
identity and ensure your right to access your personal information (or to exercise any



of your other rights). This is a security measure to ensure that personal information is
not disclosed to any person who has no right to receive it. We may also contact you to
ask you for further information in relation to your request to speed up our response.

We try to respond to all legitimate requests within one month. Occasionally it may
take us longer than a month if your request is particularly complex or you have made
a number of requests. In this case, we will notify you and keep you updated.

Changes to our privacy notice

We reserve the right to update this privacy notice at any time, and where we make
minor changes to our Privacy Policy we will provide you with a new privacy notice
when we make any substantial updates. Where we make major changes to our Privacy
Policy or intend to use your information for a new of different purpose than the
purpose in which we originally collected it, we will notify you by email or by posting

a notice on our website.

If you have any questions about this privacy notice, please let us know using the
“Contacting us” details below.

Contacting us

Our full details are:

Stavros Stephanos

Email address: Stephanos.STAVROS@coe.int

Postal address:



